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Chapter 2

Designing a Test Environment
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Before you deploy Microsoft® Windows® Server 2003 or Microsoft® Windows® XP Professional operating systems, even in a pilot, you need to test your proposed design in an environment that simulates and protects your production environment. It is critical to the success of your deployment to develop an environment specifically for testing. In this test environment, you can test hardware, operating systems, or applications designed to run together before introducing them into your production environment.
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Related Information

· For more information about planning application testing, see “Planning and Testing for Application Deployment” in this book.

· For more information about planning a pilot in your production environment, see “Piloting a Deployment Project” in this book.

Overview of Designing a Test Environment

A key factor in the success of your Windows Server 2003 or Windows XP Professional deployment project is thorough testing in a test environment that simulates your production environment as closely as possible. A test environment consists of a test lab or labs and includes test plans that detail what you will test and test cases that describe how you will test each component.

The test lab can be comprised of a single lab or of several labs, each of which supports testing without presenting risk to your production environment. In the test lab, members of the testing team can verify their deployment design assumptions, discover deployment problems, and improve their understanding of the Windows Server 2003 and Windows XP Professional technology. Such activities reduce the risk of errors occurring during deployment and minimize downtime in your production environment.

You might already have a lab that you use for testing, or maybe you hope to build a new test lab for your Windows Server 2003 deployment project. Regardless of your current situation, you need to think through and clearly define your goals for the test lab and its long-term purpose.

Test Environment Design and Testing Process

Many organizations divide their testing teams into two subteams: the design team and the deployment team. The testing design team is responsible for the first three phases of the testing process: creating a test plan, planning the test lab, and designing the test lab. The design team collects information that is vital to the deployment process, identifies immediate and long-term testing needs, proposes a test lab design, or recommends improvements to the existing test lab.

The testing deployment team completes the process by implementing the design team’s decisions and performing tests. The deployment team’s responsibilities include developing the test lab, designing test cases, conducting tests, and using the lab after deployment.

Figure 2.1 illustrates the process of designing a test environment.

Figure 2.1   Designing a Test Environment and Conducting Tests
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Using the Test Lab Throughout the 
Project Life Cycle

A well-designed test lab provides a controlled environment for the full range of testing required throughout the project life cycle — from experimenting with the technology through fine-tuning the rollout process. Figure 2.2 lists some of the tasks that can be performed in the test lab and indicates the Microsoft Solution Framework (MSF) phases during which each of these activities might occur. The time frames are estimations and might vary from deployment to deployment.

Figure 2.2   Role of the Test Lab in the Project Life Cycle
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Setting Up a Preliminary Test Lab

You need a preliminary test lab early in the project’s planning phase for learning about the product, proving concepts, testing various scenarios against your business model, and validating solutions. During this phase, your project team can use the preliminary test lab to establish your basic namespace design and high-level deployment plan, which you can then use as a baseline for further testing and development. By using the preliminary test lab as a baseline configuration and then adding functionality in stages, you can avoid the problems that occur when component designs are developed independently of each other.

If you do not already have a lab, it is important to start building one as soon as possible. If you plan to build a permanent test lab, you might need to obtain management approval and funding that is independent of your deployment project. If so, start the approval process as early as possible.

You can build a preliminary test lab with just two or three servers and client computers. If your organization has a lab, you can set up and configure your computers there. If you do not have a lab, an office that will accommodate this minimal configuration will do.

After you have selected a site for the preliminary lab, start assessing hardware requirements, reconfiguring existing test lab equipment, and purchasing or recycling hardware for the lab as needed. Then, as you refine the lab design, start putting together the pieces for your formal test lab. As you make decisions regarding hardware, software, and personnel requirements for testing, be sure to document them in your test plan. For more information about the test plan, see “Creating a Test Plan” later in this chapter.

 Creating a Test Plan

Early in the deployment planning phase, the testing team creates a test plan. The test plan defines the objectives and scope of the testing effort, and identifies the methodology that your team will use to conduct tests. It also identifies the hardware, software, and tools required for testing and the features and functions that will be tested. A well-rounded test plan notes any risk factors that jeopardize testing and includes a testing schedule.

If your testing team is divided into technology subteams, each subteam should develop a test plan for that team’s specific technology area. For example, the networking team would write a test plan for testing networking features. All members of each subteam should review and approve its team’s test plan before it is integrated into the general test plan.

Figure 2.3 illustrates the tasks you must perform to create the test plan.

Figure 2.3   Creating a Test Plan
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You will use the test plan to design your test lab and to develop test cases. For information about test cases, see “Designing Test Cases” later in this chapter.

Defining Testing Scope and Objectives

In the scope and objectives section of the test plan, the testing team describes specifically what you want your testing to accomplish. For example, the objective of one team was to migrate the Microsoft® Windows NT® Server 4.0 operating system environment to a Windows Server 2003 environment, component by component, keeping the access control lists (ACLs) and Exchange permissions intact. Another team’s objective was to provide a means to measure network traffic and observe server performance during specific directory service tasks.

Also, you need to define the scope of your testing by identifying what you will test and what you will not. For example, you might limit your testing of client computer hardware to the minimum supported configurations or to the standard configurations.

Defining Testing Methodology

Describe the general methodology that your team will use for testing. For example, your approach to testing schema changes might be to configure an isolated domain in the test lab where schema changes can be applied without affecting other lab tests. This section of the test plan might address the following:

· The domain architecture used for testing

· The tools and techniques used to conduct the tests or to measure results

· Automated techniques you plan to use during testing

For information about methodologies for testing application compatibility, see “Planning and Testing for Application Deployment” in this book.

Identifying Required Resources

Identify the resources required for the test lab:

Hardware

List the hardware that you need to conduct tests. For example, identify the standard configurations you plan to support for client computers. Include components such as video cards, modems, and external drives.

Software

List the software that you need to test the compatibility of your applications with Windows Server 2003. For example, include Microsoft® Systems Management Server (SMS) or other server-based products that you need for testing. For more information about software required for application compatibility testing, see “Planning and Testing for Application Deployment” in this book.

Databases

Include databases that you need to prepare for testing applications. Also include a description of the resources that you need to populate the databases, such as personnel and business data.

Personnel

Identify the number of testers you need and the skill level required. Include consultants and other support personnel, as necessary.

Training

Specify the Windows XP Professional or Windows Server 2003 training that your testers need to complete prior to testing their assigned applications or technologies.

Tools

Include all tools or scripts that you need to automate testing and to track test results. For example, if you do not have a second test lab that you can use for testing wide area network (WAN) links, include link simulators. For more information about developing a test result tracking system, see “Developing an Incident-Tracking System” later in this chapter.

Identifying the Features and Functions to Test

List all the features or aspects of features that need to be tested. This part of the test plan describes what to test, not how to test.

The following is an example of a feature test description:

· Test 1 — Trust retention

Description: All trusts to and from a domain should be retained when the domain controllers are upgraded to Windows Server 2003. Use the Domain Tree Manager to view the trusts. If the trusts do not appear, then the test failed.

Note that the description does not include instructions on how to perform the test.

Include tests that verify or address:

· The functionality of each feature and service that you will implement.

· Interoperability with existing components and systems in the production environment, both during the phase-in period, when there is a mix of old functionality and new Windows Server 2003 functionality, and after the Windows Server 2003 environment has been rolled out.

· Hardware and driver compatibility for every type of client computer that will be running Windows XP Professional.

· Application compatibility for every application that will run on Windows XP Professional.

· Application compatibility for every server application that will run on Windows Server 2003.

· Optimization of configurations, such as those for standardized desktops on client computers.

For more information about planning for application compatibility testing, see “Planning and Testing for Application Deployment” in this book.

In addition, list:

· Baselines (a range of measurements derived from performance monitoring that represents acceptable performance under typical conditions) for performance monitoring.

· Baselines and stress tests for capacity planning.

· Procedures for deployment and post-deployment administration, such as procedures for upgrading a client computer and for backing out of a faulty rollout process.

· Required tools and utilities.

During the developing phase, the testing team will develop test cases that describe how to perform each test listed in the test plan. For more information about test cases, see “Designing Test Cases” later in this chapter.

Identifying Risk Factors

Describe the risk factors that could prevent the successful completion of all required tests. For example, you might find that the test lab is behind schedule, or that required hardware or software is unavailable, or that testers are working on other projects or need additional training. After you have identified the risk factors, decide what you will do to avoid or mitigate each risk.

Establishing a Testing Schedule

Draft a preliminary schedule that includes each test listed in the test plan. The schedule can help you coordinate test lab use among subteams. Assign a team member, ideally the test lab manager, if your team has one, to maintain and update the lab schedule. Having an up-to-date schedule is critical when unscheduled lab requests are submitted.

Planning the Test Lab

A test lab is a network that is designed for testing and that is isolated from the corporate network. In the test lab, you can verify that components and features work together in an integrated environment that simulates your target production environment. The simulated environment should reflect both the phase-in period, when you have a mix of functionality, and the end of the project, when you have completely implemented Windows Server 2003 and Windows XP Professional.

Begin the lab planning process by evaluating test lab models, and then select the appropriate site for your lab.

Figure 2.4 illustrates the activities you undertake when planning the test lab.

Figure 2.4   Planning the Test Lab
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Note

If you already have a permanent test lab that you plan to use for testing your Windows Server 2003 design, you can to go directly to “Designing the Test Lab” later in this chapter.

Evaluating Test Lab Models

As your team considers its test lab needs, you will need to make several basic decisions. Can you upgrade an existing lab or will you need to develop a new one? Will an ad hoc lab do, or can your organization afford to build a permanent lab? Will your organization be better served by a centralized lab or by several labs that are distributed across your organization’s various sites?

Your team might determine that one type of lab fits your goals best, but circumstances might dictate establishing another type of lab. For example, you might see advantages to having a permanent test lab that you can use for testing software patches and upgrades, but realize that your organization does not have the budget to build and maintain a permanent lab. Although you need to weigh the possible outcomes of using the opposing model, you might come up with creative ways to support your ideal solution.

Ask yourself:

· How will the decision affect test quality?

· How will the decision affect team training and design support?

· Will the test lab also benefit other existing projects?

· Can other projects combine efforts and budgets to share a test lab?

· Can you build the test lab in stages, starting with the most essential components and then adding to it as the budget allows?

· Will hardware vendors agree to a special arrangement?

For example, can the vendors provide equipment on loan before it is purchased, or will they give you the equipment in return for using your organization’s name for marketing purposes?

Upgrading an Existing Test Lab vs. Building a New Test Lab

If your organization already has a test lab, your team should decide if the lab can be upgraded to meet your current and future testing needs. You might find that to accommodate Windows Server 2003 deployment testing you simply need to perform minor hardware and software upgrades. For example, you might need to upgrade your servers so that they all have the same amount of memory and hard disk capacity and use the same processor type and speed as the servers you plan to deploy.

If upgrading is not feasible, you will need to seek approval for creating a new test lab. To justify the investment to your project sponsors, take a broad view of the associated costs. Testing in a suitably equipped lab leads to cleaner implementations and reduced support costs. By using the test lab to develop operational efficiencies, such as automated administrative tools and remote installation procedures, you can reduce your organization’s total cost of ownership. When viewed over time, therefore, the costs of building and maintaining a test lab dedicated to Windows Server 2003 deployment are likely to be dramatically lower than the costs of fixing problems in production, redeploying poorly developed or poorly tested solutions, or managing the production environment with resource-intensive processes.

In organizations that build separate test labs for different projects, economies of scale often can be realized by consolidating labs. This way, several projects can share in the reduced cost of a single test lab. If your team decides to share a lab, however, do so with a project that has compatible scheduling and equipment requirements.

Ad Hoc Test Lab vs. Permanent Test Lab

Many organizations build an ad hoc test lab every time they need test facilities for a new project. Other organizations build a permanent test lab that is scalable for various projects and, after the original project is deployed, use it for change management.

Ad Hoc Test Lab

An ad hoc test lab is set up for a specific project only. When the project is over, the equipment is redeployed for a different use. For example, lab equipment might be used in the production environment, become part of inventory, or be returned to the vendor from whom it was leased.

Because all the lab equipment is eventually redeployed for other uses, the short-term costs of creating and using ad hoc test labs might be a fraction of those for creating and running a permanent test lab. This view of cost is shortsighted, however, because a new test lab must be built for every project that requires one.

There are additional disadvantages of using ad hoc labs:

· When a new test lab is required for each new project, time becomes a critical factor. Because teams need the test lab early in a project, issues such as the following arise:

· Can you obtain the appropriate hardware and software licenses in time?

· Will hardware or software substitutions lead to inadequate testing?

· Can you locate the representative equipment from each vendor, including the exact models and versions, needed to adequately test the production mix of hardware and software?

· Can you reserve the physical space needed for building the network configuration and performing the tests?

· Will the time spent building and debugging the test lab reduce the time available for actual testing, possibly resulting in incomplete testing?

· When many teams are searching for hardware and software licenses, it becomes difficult to track who is using what and who authorizes purchases. The resulting lack of accountability can lead to excess expenditures and increased costs.

If you have an ad hoc test lab and have adequate space and funding, consider converting it to a permanent test lab. You might be able to reduce your team’s cost for creating a permanent lab by seeking funding from other groups that would benefit from having a dedicated test lab.

Permanent Test Lab

The problems associated with creating and using an ad hoc test lab present compelling reasons for building a permanent, formalized lab. A permanent lab has the additional advantage of providing a place to test changes to your production environment after you have deployed Windows Server 2003 or Windows XP Professional, and, as such, it becomes a change management tool. After deployment, your organization could use the lab to test:

· Network upgrades.

· Service pack additions and software patches.

· New business applications that might pose compatibility problems.

· New desktop configurations.

· New hardware platforms.

· New administrative and support processes.

· New client computer management tools.

A fully equipped, permanent test lab that is used for change management:

· Helps keep the test lab adequately equipped.

By maintaining a permanent lab and using it for change management, your organization might be able to justify the purchase of equipment you need for specific testing requirements. You are also more likely to maintain the mix of equipment that accurately reflects your production environment when you have a permanent lab. Maintaining the proper mix of equipment in the test lab allows thorough regression testing during the change management process.

· Reduces risk to your business.

Solid testing in a lab that mimics the production environment leads to cleaner implementations.

· Saves time for the project.

Setup and debugging time are minimized because a lab can be upgraded faster than a new lab can be assembled. The time saving is critical if your lab will be used for ongoing developmental prototyping or for general development.

· Helps establish consistent methodologies.

With a permanent test lab and continuity in lab management, your team can establish testing processes and techniques that produce consistent results, which can be compared over time.

· Saves costs in the long run.

When viewed across projects, the cost of a permanent test lab is likely to be more reasonable than that of an ad hoc test lab for which purchases are not tracked or financial accountability is diluted.

Centralized Test Lab vs. Distributed Test Lab

A test lab can be centralized in one location or distributed across numerous physical, or even geographical, locations.

Centralized Test Lab

A centralized test lab is located in one site. Consolidating all lab resources allows you to develop a more complex and complete lab. Configuring and managing a centralized lab is also easier. However, if your organization is decentralized and you choose to establish a centralized test lab, testers from other areas or regions will need to travel to the lab to perform tests, which is not always practical or cost effective.

If you choose to create a centralized test lab, you might decide to develop several independent, labs within your site for different testing purposes. For example, you might build one test lab for network infrastructure and server testing and another test lab for client computer and application testing. Or, you might have a network infrastructure test lab with multiple locations connected by a WAN for testing the effects of using various link speeds.

If you are deploying Windows Server 2003 and Windows XP Professional at the same time, many factors will influence your decision about whether to develop separate test labs for each or a shared lab. Factors include:

· The complexity of your deployment (such as the need to make changes in your production environment and the new features you plan to implement).

· The size, location, and structure of your project teams.

· The size of your budget.

· The availability of physical space.

· The location of testers.

· The planned use of the test lab(s) after deployment.

Distributed Test Lab

A distributed test lab consists of several individual labs. Often, the labs are located near the testing team or application developers; because of this proximity to development and testing, more resources are available to address problems that arise during testing. Some organizations distribute their labs across their various business or functional sites, which allows testing to be performed on location. The disadvantage of the distributed lab model is that the cost of maintaining multiple test labs can be substantial.

The following case studies describe two organizations that have chosen to build distributed test labs and how they use them.

Case study 1: Functional test lab sites

A large, high-technology hardware manufacturer is organized along functional lines. Its regional offices are located at various geographical sites, selected for proximity to the suppliers and vendors who support each region’s particular function. This manufacturer developed a distributed test lab that spans three of its major United States sites, ranging across Southwestern and Western states. Each lab is designed to test the functions and configurations used for that site’s business. Each one is a permanent lab that is used for managing change in the production environment.

Eventually the organization plans to expand the test lab to encompass international locations, such as cities in Asia, the Middle East, Eastern Europe, and the United Kingdom. The organization will use these remote sites to design and test factors or solutions for the challenges of operating a global enterprise, such as:

· Connectivity in controlled countries/regions.

· Slow links.

· Intermittent links.

· Multiple languages.

· Multiple time zones.

· International currencies.

· Variations in computer and networking hardware.

Case study 2: Contingency test lab sites

A large financial lending organization needs to be prepared in case of a disaster. This organization wants each of its geographically separated sites to be ready to function in the role of a centralized IT department, if necessary. In this organization, each test lab is a permanent change management lab that is also used for disaster-recovery testing.

In the event of a disaster, production computers at the alternative sites would be used to perform IT department functions. To maintain a state of readiness, the organization performs tests in each lab to ensure that all the needed hardware and software components are available and function properly at all the sites. Processes that are tested include:

· Loading applications and databases.

· Setting configurations.

· Running applications.

Selecting a Test Lab Location

Your decisions about the type of test lab your organization needs and its location are likely to be interrelated. The location of a permanent test lab to be used by a wide variety of groups requires more consideration than the location of an ad hoc lab to be used by a few groups. And, if you plan to use the lab long term for change management, room for growth will be an important issue. As you weigh all available options, consider the following:

· What test lab facilities already exist? How adequate are they? How easily can you modify them to fit test requirements?

· Can you consolidate existing test labs?

· What is the scale and complexity of the implementation?

· Does the test lab need to connect to the production network or to other test labs? If it needs to connect to the production network, how will you regulate the connection and configure routers to protect the production network?

For more information about connecting the test lab to the production network, see “Simulating the Proposed Server Environment” later in this chapter.

Additional issues to consider when selecting a test lab location or locations include how much space and how many sites you need and whether the sites are accessible, secure, and appropriate for housing valuable testing equipment.

Space

The complexity of your organization’s production environment influences the complexity of the test lab and, therefore, its space requirements. Factors in your current and proposed production environment that can determine the complexity — and, therefore, the space requirements — of your test lab include:

· The number and combination of functions and features that you plan to implement.

· Whether you plan to implement a domain that spans multiple sites.

· Whether you plan to implement a virtual private network (VPN).

· The amount of variability in your production environment.

· Whether you have — and plan to deploy — standard equipment, applications, and configurations in your production environment or whether you will use equipment from several vendors or several models, versions, and configurations.

· The level of complexity in your network configuration.

· Whether you have more than one type of topology in your production network. For example, do you plan to have interfaces between Windows Server 2003 and mainframe, Macintosh, UNIX, or Linux systems?

In addition to factors in your production environment, some test situations also can affect the complexity of your test lab. For example, you might want additional servers so that you can isolate certain types of testing. For more information about isolating tests, see “Designing Domains for Testing” later in this chapter.

Space requirements also influence the number of people that are able to participate in testing. Consider how many testers you need to accommodate at one time, and configure the test lab accordingly.

Number of locations

Your test lab might need to consist of multiple interconnected locations so that you can test the effect of geographically separated network segments. For example, if you plan to implement Microsoft® Active Directory® directory service with multiple Active Directory sites, you might want to test replication over a WAN or Internet connection similar to your production environment. For more information about Active Directory sites and replication, see “Designing the Site Topology” in Designing and Deploying Directory and Security Services of this kit.

In other cases, you might want to maintain multiple independent test labs for different uses. For example, you might want a separate test lab for application testing or perhaps separate test labs for Windows Server 2003 and Windows XP Professional testing.

Accessibility

The test lab should be accessible to all of the groups using it. If you implement a program in which people from outside the project team come to test their own applications, the test lab should have facilities, such as parking, to accommodate visitors.

Security

Ensure that you can physically secure the test lab to protect your equipment from unauthorized use. You can restrict access to your test lab by installing a keypad that requires a Personal Identification Number (PIN) or a smart card reader.

Environmental conditions

Any site you consider for your test lab should be clean and should be able to maintain temperature and humidity levels appropriate for your team and your valuable equipment. The lab site also should be able to accommodate your power, cabling, and network connectivity requirements.

Designing the Test Lab

The lab planning process includes documenting the proposed test lab configuration. To design a lab that mimics your future production environment, you will need to simulate the proposed server and client environments as closely as possible. You also need to design domains for testing.

Figure 2.5 illustrates the test lab design process.

Figure 2.5   Designing the Test Lab
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Gathering Information About the Current and Proposed Environments

Before you begin designing your test lab, you need to gather detailed information about both your current and proposed environments.

For your current environment, you need:

· The network design (logical and physical).

· An inventory of existing hardware (servers, client computers, and portable computers).

You can use the hardware inventory that you conducted to assess your current IT environment, as described in “Planning for Deployment” in this book. Or, you can use SMS to collect this information.

For your proposed environment, you need to compile the following from the master project plan:

· The proposed Windows Server 2003 design.

· A list of features to evaluate and explore.

· A list of hardware required for use with Windows Server 2003. Though this list might evolve during testing, you need a fairly complete list to equip the lab initially.

· A list of administrative tools required (Windows Server 2003, third-party, and custom built).

· A list of the upgrades, such as service packs, drivers, and BIOSs, that you need to install to be ready for a Windows Server 2003 deployment.

You also will need a high-level understanding of the Windows Server 2003 features and functions that you intend to include in your proposed design.

Documenting the Test Lab Configuration

Design the test lab in a way that allows you to test as much of the proposed logical and physical production environment as possible, including computer hardware, network topology, WAN connections, domain architecture, services, databases, business applications, administrative tools, security model, application deployment methodology, and network server storage methods.

Design the client computer portion of the test lab so that you can test the same functions and features that you currently use and that you plan to use in your production environment. Include the same types of hardware, applications, and network configurations.

As you design the test lab, document it with both a text description and a diagram. Post the diagram in the lab to provide easy access to lab information and to keep lab users up-to-date on design changes.

For additional information about components that you might need to include in your test lab to fully test Windows Server 2003 and Windows XP Professional, see “Simulating the Proposed Server Environment” “Simulating the Proposed Client Computer Environment” and “Designing Domains for Testing” later in this chapter.

Test Lab Description

Include information about the following in your test lab description:

· The domain structure, including:

· DNS structure

· The forest and tree hierarchy

· Group Policy objects (settings and where they apply)

· The method you will use to populate user account data

· The site layout

· Trust relationships (transitive and explicit)

For more information about domain structure considerations for testing Windows Server 2003, see “Simulating the Proposed Server Environment” and “Designing Domains for Testing” later in this chapter.

· Domain controllers, including:

· Primary domain controllers (PDCs) and backup domain controllers (BDCs), if you are migrating from Windows NT Server 4.0

· Servers to be promoted to domain controllers, if you are migrating from any other operating system

· Replication topology

· Global catalog layout

· Member servers, including the services that will run on them. Examples of services include:

· DHCP topology

· WINS topology

· Client computers, including:

· Computer make and model

· Amount of memory

· Processor type and speed

· Hard disk capacity

· Graphics cards (type, resolution, and color depth)

· Network adapter (model and speed)

· Wireless network adapter

For more information about client computer configurations for testing Windows Server 2003, see “Simulating the Proposed Server Environment” later in this chapter.

· Requirements for specific tests, including:

· Side-by-side testing (tests performed on identical computers, one running the current operating system and one running the new operating system)

· Mixed-mode testing (tests performed while migrating or transitioning from one domain to another)

· Native-mode testing (tests performed while maintaining your existing domain structure)

· Functional level testing (tests performed at levels of domain and forest functionality)

· Dial-up and other remote testing

· Interoperability testing (with UNIX, Linux, mainframes, and other operating systems)

· Replication and Active Directory site testing

· WAN link testing

For more information about Active Directory functional levels, see the Directory Services Guide of the Microsoft® Windows® Server 2003 Resource Kit (or see the Directory Services Guide on the Web at http://www.microsoft.com/reskit).
Test Lab Diagrams

The test lab diagram should show both the logical and the physical structure of the lab. Depending on the complexity of your test lab network, the logical and physical diagrams can be combined into one diagram or they can remain separate.

Logical Diagram

Document the following in the logical diagram:

· The domain hierarchy, including forests and trees. For more information about domain structure considerations for testing Windows Server 2003, see “Simulating the Proposed Server Environment” and “Designing Domains for Testing” later in this chapter.

· Domain names.

· Active Directory sites.

· Special service servers (domain controllers, global catalog servers, DNS servers, DHCP servers, and WINS servers). For each server, include the following information:

· Computer name

· IP address

· Server function

· Transitive trusts.

· Explicit or one-way trusts.

Figure 2.6 is an example of a logical diagram of a test lab. This test lab has one tree, which consists of a root and three child domains. Double-headed arrows indicate transitive trusts between Windows Server 2003 domains. The Windows NT Server 4.0/Microsoft® Windows® 2000 operating system domain has explicit one-way trust relationships with the Windows Server 2003 tree. This test lab does not have Active Directory sites. The test lab includes domain controllers (noted in the figure as DCs), some of which are also DNS servers supporting the dynamic update protocol, DHCP servers, and one global catalog server.

Figure 2.6   Example of a Test Lab Logical Diagram

[image: image8.wmf]
Physical Diagram

Document the following in the physical diagram:

· Network components, such as:

· Routers and bridges

· Hubs

· Link simulators

· Proxy servers

· Sniffers and traffic generators

· Analog and Integrated Services Digital Network (ISDN) lines

· LAN (local area network), WAN, and Internet connections and speeds

· Servers (include domain name, computer name, IP address, and server function)

· Client computers (include computer name and, if you use static addressing, IP address)

Figure 2.7 is an example of a physical diagram for the same test lab illustrated in the logical diagram in Figure 2.6. This diagram shows the three subnets for the three child domains. Each subnet has both a Windows XP Professional client computer and another type of client computer. The test lab uses simulated frame relay links and has a UNIX server.

Figure 2.7   Example of a Test Lab Physical Diagram
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After you have completed the lab description and the logical and physical designs, expand your lab design to include all the components that you will need to fully simulate the Windows Server 2003 and the Windows XP Professional environments, as described in the following sections.

Simulating the Proposed Server Environment

This section lists some components you might need to include in your lab to fully test Windows Server 2003. The recommendations presented here might not apply to all Windows Server 2003 implementations. Focus on the considerations that apply to your design.

Server hardware and drivers

Use the same type of hardware components and drivers that you use, or plan to use, on servers in the production environment. Be sure to obtain an updated BIOS that is compatible with Windows Server 2003.

Services and configurations

Use the same services and configurations that you will use in the actual deployment. For example, duplicate the Domain Name System (DNS), Dynamic Host Configuration Protocol (DHCP), and Windows Internet Names Service (WINS) configurations.

User accounts

If you are migrating from Windows NT Server 4.0, set up your domain controllers as replicas of your production domain controllers, using copies of the production user accounts. You can use the Clone Principal tool (Clonepr.dll) to copy production users to your test domain. For more information about the Clone Principal tool, see the Microsoft TechNet link on the Web Resources page at http://www.microsoft.com/windows/reskits/webresources, and then search for Tools. Coordinate with your IT security division whenever you copy production data to test lab databases. For more information about security, see “Planning a Secure Environment” in Designing and Deploying Directory and Security Services of this kit.

Domain structure

If you are implementing Active Directory, simulate the domain hierarchy; for example, include a forest with multiple trees, a tree with parent and child domains, and transitive and one-way trust relationships, as appropriate. Reflect your IT administration structure (either centralized or decentralized). Include Active Directory sites as appropriate. For more information, see “Designing Domains for Testing” later in this chapter.

Group Policy settings

Duplicate the Group Policy settings from your production environment in the test lab. Properly testing Group Policy settings in the lab helps you identify whether implementing new features or technologies will require that you make changes to your Group Policy settings.

Server strategy

Include domain controllers, file and print servers, application servers, Web servers, database servers, and other utility servers that are, or will be, included in your production environment. If you plan to use SMS to deploy Windows Server 2003, include it in the test lab.

Mixed environments

To accommodate both the mixed environment that exists during a phased rollout and the Windows Server 2003 environment that will exist after the completion of the rollout, plan to include some native-mode and mixed-mode domains.

By simulating the interim state, you can identify functional problems that might occur during the phased implementation. The servers running operating systems other than Windows Server 2003 should mirror the services they perform in the current production environment. For more information, see “Designing Domains for Testing” later in this chapter.

Client computer configuration

Client computers in the test lab should conform to the standard configuration that your organization has established. They should have the same components and peripherals found in your production environment.

Use the same mix of client computers that is present in your production environment. If you plan to deploy Windows Server 2003 first and Windows XP Professional later, include in your test lab the client computer operating system that you will be using until Windows XP Professional is deployed.

If you plan to deploy Windows XP Professional first, test to see how the extended server functionality will be introduced into your environment as the infrastructure is deployed.

If you plan to have a phased rollout, include the same mix of client computers in your test lab that will be present in your production environment. For example, have client computers with Windows NT Workstation 4.0 and client computers with Windows XP Professional.

Network topology and protocols

Mirror the network topology and protocols that you use in your production environment as closely as possible. For example, if your production network uses both Ethernet and Token Ring, the test lab should include both.

WAN connections

If you have a WAN, the test lab should include routers for testing network latency or for testing domain controller and global catalog replication across the WAN link. If you have the facilities and budget, you might want to set up a secondary test lab at a remote location to test network latency across the WAN link. If you have a multinational organization, place the secondary test lab in a different region to test actual latency problems.

If you do not have a secondary test lab located where you can test the WAN link, you can connect two routers in the same lab with a cable and use a link simulator to test the link.

Remote connectivity

In the test lab, provide the same types of remote connectivity — such as Routing and Remote Access service and VPN — that will be included in your production environment so that you can test the Point-to-Point Tunneling Protocol (PPTP), Internet Protocol security (IPSec), Layer 2 Tunneling Protocol (L2TP), and Demand Dial Routing.

Peripherals

Include a representative sample of the types of peripherals used in your production environment. For example, include the same types of printers and scanners, along with their associated drivers.

Interoperability

If you plan to implement Windows Server 2003 so that it operates with networks or computers using another operating system, mimic the interoperability infrastructure. For example, include connections to mainframe hosts, UNIX systems, or other network operating systems. To keep your test lab configuration manageable, decide which interoperability scenarios are most important to your organization and focus on those.

Administrative tools

Include the tools (Windows Server 2003, third-party, or custom built) that you currently use or plan to use for server-based administrative tasks. Test the tools for compatibility and effectiveness in the new environment.

Fault tolerance techniques

Test any fault tolerance techniques you plan to use in your production environment. For example, if you plan to use clustering, include a server cluster in the test lab.

Terminal Services

If you plan to implement Terminal Services, install the appropriate mix of applications on the server so that you can assess the effect of running applications in a multiuser environment. You might need to modify the default operating environment for some applications to obtain the desired functionality. For more information about hosting applications using Terminal Services, see “Hosting Applications with Terminal Server” in Planning Server Deployments of this kit.

Protecting the production network

Be sure you isolate the test lab from your corporate network. If you need to provide a connection from the test lab to the corporate network, plan how to regulate and control the connection and be sure to devise a way to quickly terminate the connection.

You can design router configurations to protect the production network. For example, consider using a multihomed router with two network adapters to connect the test lab to the production network for specific, controlled uses. Configure the router so that the production network can access the test lab network, but the test lab network cannot access the production network. This approach protects the production environment from events that might occur in the test lab, but allows a user in production to access test lab resources. For example, you could use this approach to test logon scripts on a test lab server with a limited number of users before moving the scripts to a pilot in the production environment.

Simulating the Proposed Client Computer Environment

This section lists some components you might need to include in your lab to fully test Windows XP Professional. The recommendations presented here might not apply to all Windows XP Professional implementations. Focus on the considerations that apply to your lab design.

Client computer hardware

Include at least one client computer from each vendor and one of each model that will run Windows XP Professional in your production environment. If your organization uses laptops, docking stations, or port replicators, be sure to include components that fully represent the vendors and models. Be sure to obtain a BIOS update that is compatible with Windows XP Professional.

Develop a standard hardware configuration for Windows XP Professional as part of your deployment project. Lab testing can help you define and refine a standard configuration that is compatible with Windows XP Professional. Some of the components that need to be tested for compatibility include:

· Universal serial bus (USB) adapters.

· Compact disc (CD) and digital video disc (DVD) drives.

· Sound cards.

· Network adapters.

· Video adapters.

· Small computer system interface (SCSI) adapters.

· Mass storage controllers.

· Removable storage devices.

· Pointing devices (mouse or trackball).

· Keyboards.

To determine whether a device is compatible with Windows XP Professional, see the Windows Catalog link on the Web Resources page at http://www.microsoft.com/windows/reskits/webresources, and then look up the component. If a device is not included in the Windows Catalog list, contact the device vendor to find out if a driver is available.

Alternatively, you can use the Windows XP Professional CD to check hardware and software incompatibility. To obtain a report that indicates hardware and software incompatibilities and identifies device drivers that need to be updated, insert the Windows XP Professional CD in your drive and select Check System Compatibility. If updated drivers for your devices are not included with Windows XP Professional, contact the device vendors to obtain them.

On computers running Microsoft® Windows® 95 or Microsoft® Windows® 98 operating systems, you can check hardware and software incompatibility by using the log file called Upgrade.txt. Upgrade.txt is located in the Windows Installation folder. On systems running Windows NT Server, you can check hardware and software incompatibility by using the log file Winnt32.log. Winnt32.log also is located in the Windows Installation folder.
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Note

Windows XP Professional does not support 16-bit drivers. If your components use 16-bit drivers, you need to obtain 32-bit drivers for those components.
Network connectivity

Provide connectivity to the same types of networks that you use in the production environment, such as a LAN, a WAN, or the Internet.

If you plan to use Routing and Remote Access or a proxy network service in the production environment, include these types of connections in the test lab.

Server-based services

Configure servers for the services used in the production environment. For example, include services such as:

· DNS, WINS, and DHCP.

· Directory services, such as X.500 and Novell NetWare.
· File sharing.

· Network printing.

· Server-based line-of-business applications, both centralized and decentralized.

· IntelliMirror® management technologies.

Remember to account for administrative services or tools, such as:

· Remote operating system installation.

· Server-based application deployment.

· Tools for managing client computers (SMS, for example).

Domain authentication

If your organization uses, or plans to use, domain authentication, simulate your authentication configuration in the test lab. If you are migrating from Windows NT Server 4.0 to Windows Server 2003, plan for authentication in the mixed environment that will occur during the phase‑in period.

Network management services

Include network services used in your environment, such as Simple Network Management Protocol (SNMP).

Network protocols

Use the protocols you plan to use in the production environment. Verify that the protocols you use on client computers work properly before connecting the client computers to the production network.

Applications

You need licenses for, and access to, the software for all applications, stand-alone or server-based, that is to be supported on Windows XP Professional client computers.

Peripherals

Include a representative sample of the types of peripherals, such as printers and scanners, used in the business environment.

Server platform interoperability

Simulate the server platforms to be accessed by Windows XP Professional client computers. You might need to establish connections with the following systems:

· Windows Server 2003

· Windows 2000 Server

· Windows NT Server 4.0

· Mainframes supporting 3270 emulation

· UNIX or Linux

· Other server operating systems

If you have a separate server test lab, consider connecting the client computer test lab to it, instead of installing servers in the client computer lab.

If you plan to deploy Windows XP Professional at the same time as Windows Server 2003, include every type of server that a client computer will be able to access during the deployment period.

Desktop configurations

As part of your Windows XP Professional deployment, your organization might decide to evaluate standard client configurations and Group Policy objects for managing them. Lab tests can provide information that will help you recommend specific configurations and Group Policy objects to management. If you decide to perform this type of evaluative testing, include side‑by‑side comparisons of different configurations and Group Policy object settings.

Plan to have enough computers of the same make and model to allow for the side-by-side evaluations. Evaluate client configurations based on performance, ease of use, stability, hardware and software compatibility, functionality, and security model. Evaluate Group Policy objects by verifying that they produce the desired result, particularly when more than one object applies to a configuration, and that the resulting logon time is acceptable.

Performance

Use the test lab to start evaluating the effect on your network traffic by testing for changes in baseline traffic patterns when there is limited user activity, for example, when conducting your pilot.

Production network connectivity

If you have separate test labs for clients and servers, you need to isolate them both from the corporate network. If you need to provide a connection from the test lab to the corporate network, plan how you will use routers to separate the two networks.

Designing Domains for Testing

Design the test lab domain structure to provide a consistent setup and configuration so that testers can rely on a standardized infrastructure. For example, allocate a single domain for migration and mixed-mode testing. If you do this, the domain should always be in the mixed-mode state except for scheduled periods when it is rolled back to the prior state to test the migration process. This way, test lab users always know what to expect.

Because some tests alter the lab environment, they can inadvertently affect other tests; for example, server upgrade tests change the services running on the server, which can affect any networking protocols that you are using. Care must be taken to isolate, coordinate, and manage these types of tests. Address issues such as these in the test lab domain design.
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Important

If you destroy the child domains and intend to reuse the same names upon reinstallation, you must clean up the metadata. To avoid this problem, use the Active Directory Installation Wizard and remove Active Directory from the domain controller prior to destroying the child domains.

Some of the types of testing that might require separate domains are:

· DNS

· Native-mode

· Mixed-mode

· Functional level

· Migration process

· Business data replication

Case study: Designing test domains

A large manufacturing company created a root domain with four child domains. This domain structure allowed the project team to use a separate domain to test:

· Windows Server 2003 functionality, including printing, in a native-mode domain.

· VPN.

· Mixed-mode interoperability and migration process.

· Microsoft® Exchange Server integration with Windows Server 2003.

In addition, an isolated domain allowed the team to test DNS without affecting other testing.

Figure 2.8 illustrates the logical domain structure of the test lab.

Figure 2.8   Example of a Test Lab Logical Domain Design
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After you have designed and documented your test lab, have your project subteams review the plan to ensure that all the necessary requirements have been addressed.

Developing the Test Lab

After you finish the test lab planning process and receive management approval, you can build the lab. To ensure smooth operation of the lab, assign a test lab manager and develop test lab guidelines and procedures.

Figure 2.9 illustrates the steps you take to develop the test lab.

Figure 2.9   Developing the Test Lab
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If you plan to rebuild the test lab periodically as your testing focus changes, consider using tools or products such as SMS to manage test lab changes. Also consider using Remote Installation Services (RIS), Sysprep, or unattended installations to rapidly make changes to the client computer configurations in the test lab. Active Directory Service Interfaces (ADSI) and Windows Script Host can help you quickly create, delete, or change users, groups, and organizational units in your test lab environment.

For more information about using RIS to automate client computer installations, see “Designing RIS Installations” in Automating and Customizing Installations of this kit. For more information about using Sysprep to automate client computer installations, see “Designing Image-based Installations with Sysprep” in Automating and Customizing Installations of this kit. For more information about using unattended installations to automate client computer installations, see “Designing Unattended Installations” in Automating and Customizing Installations of this kit.

Assigning a Test Lab Manager
If your test lab will be permanent or will be used by many groups, you will need to assign someone to manage it. This is particularly important if the test lab is to be used by several groups for testing during the change management process.

Smaller test labs or labs used by a single team might not need a dedicated manager. For such a lab, consider the tradeoffs between — and the costs of — either hiring a dedicated lab manager or assigning the role to a project team member. Evaluate whether assuming lab management duties in addition to other project responsibilities might be too burdensome for a team member. Even if you decide not to assign a dedicated, full-time manager, select someone to be responsible for the test lab.

A test lab manager is responsible for:

· Establishing and enforcing test lab policies and procedures.

· Establishing a test lab budget for support costs.

· Scheduling any configuration changes to servers or clients that might be required by certain tests, and communicating these requirements to other test lab users.

· Developing a bug or problem escalation plan.

· Developing and managing an incident-tracking system.

· Developing and monitoring the change control process.

The change control process defines who is allowed to make changes to the test lab environment. For more information about change control, see “Using the Test Lab After Deployment” later in this chapter.

· Setting up an inventory control system.

· Maintaining test lab documentation (such as test lab descriptions, diagrams, and guidelines and procedures).

· Managing network taps and server capacity and configurations.

· Managing hardware and software configurations and updates.

· Establishing physical security.

The test lab manager takes measures to prevent unauthorized use of lab equipment and manages lab access with keys or electronic locks.

· Implementing a preventive maintenance program for equipment.

· Establishing an approval process for removing equipment (for lending it to another group, for example).

· Making periodic server backups.

· Ensuring the test lab is kept clean and orderly.

Building the Test Lab
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To build the test lab

1. Acquire hardware and software, including administrative tools.

2. Install and configure routers, switches, wireless and optical devices. Label all network cables.

3. Install and configure all servers.

If you are redeploying servers, you might need to upgrade them to accommodate Windows Server 2003. Use the same memory, disk capacity, and CPU speed that you plan to deploy. Be sure to check for viruses and to defragment the hard disks. Partition the hard disks in the same way you plan to partition them during deployment.

Install the appropriate operating system, either Windows Server 2003 or the operating system from which you plan to upgrade.

If you are upgrading your domain controllers, you should consider using a disk-imaging program to create images of the domain controllers before you upgrade them. Test the images and store them in a safe place. If necessary, you can use the disk images to restore the servers to their original state. By making reliable disk images, you avoid intruding on your production environment if your upgrade process changes or fails.

If you are purchasing new equipment, burn in the components for two or three days to be sure that they are working properly.

4. Test all network connections.

Testing the network before you install the servers makes it easier to locate and solve problems.

5. Install application software when you are ready to include it in testing. Install all server-based applications, such as SMS, and business applications that are included in your production environment.

Build or load copies of the associated databases. Install tools for testing and administration. If you are planning to verify network traffic or test performance, you might want to include a hardware sniffer or a software sniffer.

For more information about testing tools, see “Planning and Testing for Application Deployment” in this book.

6. Install and configure all client computers.

7. If you are implementing Terminal Services, install a representative set of applications so you can test concurrent users.

8. If you plan to create backups for restoring baseline configurations, set up the baseline configurations and make the backups.

For example, if you plan to upgrade Windows NT Workstation 4.0 to Windows XP Professional instead of performing a clean installation, back up a Windows NT Workstation 4.0 client computer that is running your standard set of applications.

The baseline configurations should include all the service packs that are supported in your environment. Be sure to test and document the restore process.

9. Test the individual components in the lab to isolate problems that are not related to Windows Server 2003 and Windows XP Professional deployment.

When testing starts, you will want to spend your time debugging deployment problems, not fixing problems with the test lab.

10. If you need to provide connectivity to the production network, configure and test routers to isolate the test lab from production.
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Important

As the team builds and rebuilds the test lab, be sure to document, in chronological order, every change made to servers and client computers. This documentation can help resolve problems that might arise later and help team members understand why a specific computer behaves as it does over time. It also can help you reverse recent changes to solve a short‑term problem.

After your team has built the test lab, establish lab guidelines and procedures. Then your team can begin testing.

Developing Test Lab Guidelines and Procedures

Test lab users need to know when they can perform their tests, whether their testing will disrupt other tests, and what the current state of the lab is. For example, if a domain in the lab is used for testing the migration process, in addition to mixed-mode functionality, test lab users need to know if the computers are ready for an upgrade or if they already have been upgraded. Your lab manager or an assigned team member should establish a communication system to disseminate information about the availability and state of the test lab and should establish guidelines for lab use.

Guidelines should be easy to follow and to remember, and should address each of the following issues:

Roles and responsibilities

Identify who is responsible for tasks such as scheduling test lab use and performing backups.

Facilities and guidelines for special types of tests

Identify the domains and configurations team members should use for testing the migration process.

Test lab change control procedures

Identify who is allowed to make configuration changes and define the approval process for change requests. For example, identify who can make schema changes and who should be notified when a change is made. Describe how changes to the lab should be made and identify who is responsible for documenting these changes.

Server initialization procedures

Document the steps for installing, configuring, and populating domain controllers and member servers. Include DNS settings if you do not plan to use the DNS Server service in Windows Server 2003.

Test lab restore procedures for testing the rollout 

Document the steps for restoring domain controllers to their original state and for refreshing user account data. Document all server configurations. Test the refresh process before you begin migration testing.

Client computer restore procedures

If you plan to rebuild client computers frequently to test various configurations, document the tools required to quickly restore the computers to a known state. For example, if you use RIS, note this in your guidelines.

As part of the lab guidelines and procedures, the lab manager or an appointed team member also should develop an escalation plan and an incident-tracking system.

Developing an Escalation Plan

An escalation plan describes what testers need to do when problems arise during testing. The escalation plan should address the following issues:

· Where test failures and other test issues should be posted; for example, you might decide to post failures and problems in the incident-tracking system or on an intranet Web site.

For information about the incident tracking system, see “Developing an Incident-Tracking System” later in this chapter.

· The steps to follow before posting an issue or problem; for example, you might want to indicate whether the problem should be reproduced and, if so, by whom.

· The information to include when posting an issue or problem:

· Contact information (phone number, pager number, and e-mail address for the subteam lead and the external support person)

· The status of the problem (new or ongoing)

· The priority of the problem and the business objective that the problem jeopardizes

· The sequence of events leading to the problem (include relevant information such as IP addresses and domain name)

· The causes (known or suspected)

· Troubleshooting information (traces, diagnostics)

· The procedure for notifying the development team of issues or problems.

· The notification hierarchy.

· The team members responsible for reviewing and resolving problems and issues.

Developing an Incident-Tracking System

An incident-tracking system is used for recording and reporting bugs and other testing problems, recording how they are resolved, and recording test results. A tracking system helps you monitor testing progress and evaluate the test success rate.

Your incident-tracking system should provide fields for recording:

· The tester’s name and department.

· The date and time the test was performed.

· The Windows product name (Windows Server 2003 or Windows XP Professional).

· A full description of the test results.

· A description of any problem that was encountered, and its resolution.

Some organizations use a paper-based system to document test results, recording results on the page that describes the test case. With such a system, however, it is difficult to keep track of which tests have been performed and to create summary reports.

Alternatively, your organization can purchase a commercial product for tracking test cases. Or, your team can develop a database application specifically for this purpose. With either of these tools, you can create automated reports to monitor test results and progress.

Another alternative is to create an intranet site for posting test results. In this case, you can designate the level of detail displayed to a user depending on that user’s credentials. For example, executives and test lab personnel could be permitted to view all test result information. Testers or technicians could be permitted to view only test results generated from within their group. By creating an intranet site, you can make test results available anywhere within your intranet, without requiring team members to install additional applications.

Regardless of the approach to documenting test results that you choose, it is important that test results be accessed easily.

Designing Test Cases

A test case is a detailed procedure that fully tests a feature or an aspect of a feature. Whereas the test plan describes what to test, a test case describes how to perform a particular test. You need to develop a test case for each test listed in the test plan. Figure 2.10 illustrates the point at which test case design occurs in the lab development and testing process.

Figure 2.10   Designing Test Cases
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A test case includes:

· The purpose of the test.

· Special hardware requirements, such as a modem.

· Special software requirements, such as a tool.

· Specific setup or configuration requirements.

· A description of how to perform the test.

· The expected results or success criteria for the test.

Test cases should be written by a team member who understands the function or technology being tested, and each test case should be submitted for peer review.

Organizations take a variety of approaches to documenting test cases; these range from developing detailed, recipe-like steps to writing general descriptions. In detailed test cases, the steps describe exactly how to perform the test. In descriptive test cases, the tester decides at the time of the test how to perform the test and what data to use.

Most organizations prefer detailed test cases because determining pass or fail criteria is usually easier with this type of case. In addition, detailed test cases are reproducible and are easier to automate than descriptive test cases. This is particularly important if you plan to compare the results of tests over time, such as when you are optimizing configurations. Detailed test cases are more time-consuming to develop and maintain. On the other hand, test cases that are open to interpretation are not repeatable and can require debugging, consuming time that would be better spent on testing.

Table 2.1 provides an example of the first few steps of a detailed test case.

Table 2.1   Sample Detailed Test Case

	Step
	Procedure
	Success Criteria
	Outcome

	1 
	Log off the server, and return to the netlogon screen.
	None.
	

	2
	Click the domain list to open it.
	The local server name does not appear in the list.
	

	3
	Click the domain list to open it.
	The root domain appears in the list.
	

	4
	Log on to the server using an account with administrative credentials.
	The account logs on to the server without errors.
	


When planning your tests, remember that it is not feasible to test everything. Instead of trying to test every combination, prioritize your testing so that you perform the most important tests — those that focus on areas that present the greatest risk or have the greatest probability of occurring — first. For example, you might choose to test the slowest client computer, the busiest server, or the least reliable network link. Then, if time allows, you can perform lower priority tests.

For more information about developing test cases, see “Planning and Testing for Application Deployment” in this book.

Conducting Tests

After your team has designed test cases, it can begin testing. Figure 2.11 illustrates the point at which this step occurs in the overall lab development and testing cycle.

Figure 2.11   Conducting Tests
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When conducting tests, the tester must perform each test as described in the test case, evaluate the test results, escalate problems that arise until they are resolved, and document the test results. Figure 2.12 illustrates the testing process.

Figure 2.12   The Testing Process
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Note

Before testing begins, the tester might need to modify the test lab setup to meet the requirements specified in the test case.

When conducting a test, the tester needs to follow the written test cases carefully. To accurately assess results or to reproduce a test to compare results over time, team members need to know exactly which steps the tester took and the exact sequence in which those steps were performed.

When a test is complete, the tester must evaluate the results against the criteria in the test case to determine if the test passed or failed. Not all tests fail because there is a problem with your system implementation; tests can fail because there is a problem with the test itself, with the test lab setup, or with the proposed design. If one of these problems causes a test to fail, the tester should take the appropriate measures to remedy it. Table 2.2 shows some typical test problems and solutions.

Table 2.2   Test Problems and Solutions

	Problem
	Potential Solution

	Test case problem
	Revise the test case, taking care to document all the changes made, and then rerun the test.

	Test lab setup problem
	Following the change control process for the lab, reconfigure the lab, and rerun the test.

	Design problem
	Follow the escalation procedure to notify the appropriate individuals about the problem. Prioritize outstanding problems and track them until they are resolved and the corresponding tests have been rerun. To prioritize problems, consider the potential impact and the probability that they will occur.


Record all test results in the incident-tracking system, so you can monitor test progress.
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Important

Remember that the lab will change frequently as tests are run and new tests are begun. Make backups of baseline configurations so testers can quickly restore a computer to its prior state. Be sure to test the restore process. Document the backup files and store them in a safe, accessible place.

Using the Test Lab After Deployment

The importance of testing changes to your computing environment after you have deployed Windows Server 2003 and Windows XP Professional cannot be overemphasized. Because of the potential effect changes can have in the production environment, many organizations test every patch and service pack until the anticipated results are achieved before they set up a pilot or a rollout. Figure 2.13 shows that the lab can be used to manage post-deployment changes.

Figure 2.13   Using the Test Lab After Deployment
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If you plan to use your test lab to manage changes to your production environment, you will need to develop appropriate guidelines. Describe, in a general way, how to prepare the lab for testing a change and identify procedures for conducting tests and reporting results. For each change that you test, you will need to identify:

· Components required before the change can be implemented in the test lab.

· Steps required to implement the change.

· Documentation to be produced in the test lab.

· Action to take if a lab test fails.

· Action to take if a lab test succeeds.

Remember to periodically evaluate test lab components to determine and counteract the effects that accumulated changes have on them. For example, a computer that has undergone many changes in the testing process might not behave in the same way that a computer that has been newly installed with the same configuration would.

Additional Resources

These resources contain additional information related to this chapter.

Related Information

· “Planning and Testing for Application Deployment” in this book for information about application compatibility testing.
· “Designing a Pilot Project” in this book for information about designing a pilot project.
· The Networking Guide of the Windows Server 2003 Resource Kit (or see the Networking Guide on the Web at http://www.microsoft.com/reskit) for more information about Dynamic Host Configuration Protocol (DHCP).

· “Designing the Active Directory Logical Structure” in Designing and Deploying Directory and Security Services of this kit for information about how to deploy DNS specifically for Active Directory.

· “Planning an Active Directory Deployment Project” in Designing and Deploying Directory and Security Services of this kit for information about how to plan and deploy Active Directory in your environment.

· The Internetworking Guide of the Windows Server 2003 Resource Kit (or see the Internetworking Guide on the Web at http://www.microsoft.com/reskit) for more information about the Routing and Remote Access service.
· The Directory Services Guide of the Windows Server 2003 Resource Kit (or see the Directory Services Guide on the Web at http://www.microsoft.com/reskit) for more information about Active Directory functional levels.

